where 



On page 12, lines 10 through 12, replace 



"M = Mj (W f 1 mod pi) wj mod/n + M 2 (W 2 ' s mod pi) W 2 mod n 
+ M3 (W3 1 mod P3) W3 mod n 



-7 



where 



with 



W\ = p 2 p 3 , W 2 =piP3, and W 3 =piP2* 



yM = Mi (wf 1 mod pi) wj mod n + M2 (W2" 1 mod P2) W2 mod n 



+ M3 (w 3 _1 mod P3) W3 mod n 



where 



wi = p 2 p3, w 2 = pi p 3 , and w 3 = pip 2 . W 



In The Claims: 




14. (Once Amended) A method for establishing cryptographic communications comprising 
the step of: 

encoding a plaintext message word Al to a ciphertext word [signal] C, where M 
corresponds to a number representative 0/ a message and 
0<M<n-l 

n being a composite number formed fifom the product of pi«p2*. - -•Pk where k is an integer greater 
than 2 5 pi, p2, . . pk are distinct prime numbers, and where the ciphertext word C is a number 
representative of an encoded fornyof message word M, [wherein] said encoding step [comprises] 
including the [step] steps of[:] a 

[transforming said message word signal M to said ciphertext word signal C whereby 

Ci = M/'modpi, 

2 ^ 




C2 = M 2 * 2 modp2, 



C n = M/'modpn 



Mi = M (mod pi), 
M2 = M (mod P2), 
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M n = M (mod p n ) 

ei = e mod (pi - I), 
e 2 = e mod (p 2 -A), 

e n = e mod (p n / 1)] 
defining a plurality of k sub-tasks in accordance with, 

C z ^ M/ 2 (iAodpA 



where 



q 5M/*jhiodpjr\ 

=s M piod p O, 
M? = Mfaod pA 

Mi , = M (mod piA 

e : = e ftnod (p L - 1YL 
e? = e (mod (p^- 1)), and 

ei, = e (mod (p^- 1)), 

where e is a number relatively prime to (pi-1), (P2-I) , . . •> and (pk-1), 

solving said subtasks to determine results Ck C? . . . Cw 

combining said results of said suptasks in accordance with a recursive combining process 
to produce said ciphertext word signal Q whereby, 

Yi [=] m Yi-i + [([Mi]C r /Yi.i) ([W]wf 1 mod pO mod pj . [W]w] mod n 
[for i > 2] 2<i <k, 

[C = Y k5 Y 1 =M 1J anc(w i =n^'] 

/ j<i 

C = Y k ,Y 1 =C 1 ,aniw i =n/V 



15. (Once Amended) A method/ [according to claim 1] for establishing cryptographic 
communications , comprising the [further step] steps of: 
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decoding [the] a ciphertext word [signal] C to [thej a message word [signal] M, wherein 
M corresponds to a number representative of a message ftnd wherein. 
0<M<n-l 

wherein n is a composite number formed by the producft of p j *p?«. ■ .*pk, k is an integer greater 

than 2, pu p? pw are distinct prime numbers, C is eu number representative of an encoded form 

of message word M that is encoded by transforming yaid message word M to said ciphertext 
word C whereby, 

C = M C (mod n\ 

and wherein e is a number relatively prime to (p i -p , (p?-l) and (pk-l\ 

[wherein] said decoding step being perfoiped using a decryption exponent d that is 
defined by 

d^e" 1 mod((p r l)(p r l)...(p r A)) 1 
said decoding step [comprises] including the [step] steps of[:] a 
[transforming said ciphertext word signal C, whereby:] 
(i) defining a plurality of k sub-tasks ip accordance with 

M^_=_/C/' (mod p _Th 
M? =/ C 2 dl (mod pA 



M k k C k dk (mod pA 



where 

a =C (mod P rL 
j d_ = C (mod p?\ 

Ci r = C (mod pi /). 

di =d(mod (v L - 1)\ 
h = d (mod (pi_- l)\ and 

= d (mod (p l - l)\ 

(ii) solving said sub-tasks tb determine results Mk M?, ... Mw and 

(iii) combining said results of said subtasks in accordance with a recursive combining 



process to produce said message 



YiH-Y, 
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where [i > 1] 2<i <k. and 
[M=Y kf Y I =C 1 ,andW i =nP y .] 



J<> 



M =Y k ,Y, = M 1 ,an / dw i =[]/>,. 




16. (Once Amended) A cyptognjfphic communications system comprising: 
a communication medium; 

an encoding means coupled to s^aid communication medium and adapted for transforming 
a transmit message word [signal] M to a ciphertext word [signal] C and for transmitting said 
iphertext word C on said [channel] pedium, where M corresponds to a number representative 
of a message^ and 

0 < M < n-1 where n is a co/nposite number of the form 
n = pi»p2»...»Pka 

where k is an integer greater than 2 and pi, p2, . . .,Pk are distinct prime numbers, and 
where C corresponds to a numbq|r representative of an enciphered form of said message^ and 
corresponds to 

[C = M e mod (n)] 
C = M C (modn\ 

where e is a number relatively prime to [lcm(pi-l, p2-l, . . Pk-1)] (P rH, (p?-D and 

(pjr-1): and 

a decoding means cojEipled to said communication medium and adapted for receiving C 
[from said channel] via said/medium and for transforming C to a receive message word [signal] 
M' where M' corresponds to a number representative of a deciphered form of C [and 
corresponds to] .said decoding means being operative to perform a decryption process using a 
decryption exponent d thai is defined by 

d = e - 1 mod f( Pr n fp 2 -n ... fp r m 

said decryption process including the steps of 

(i) defining a pliyalitv of k sub-tasks in accordance with, 

C\_ = C (mod p Q, 
C? s C (mod pA 
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V 
•1 




where. 



d, .dfdbd(p L -l^. 

d 2 = drnU(p r m 

Mi * b/ C,' 1 fmodp i\ 



M 2 ' s 



(mod pA and 



M ^/ g C/* faodD^ \ 

(ii) solving said sub-tasks to determine results M t \ M?' ... Mv. and 

(iii) combining said results of saia subtasks by a recursive combining process to produce 
said receive message word M' in accordance with 

Yi [=] = Yj.i + [([Mi/] Mj' - Y W ) ([W] w,* 1 mod Pi ) mod p,] . [W] Wi mod n 
where [i > 1] 2 < i < kr and 

=C I ,an/w,=n^.] 



M'=Y kf Y I =M I> ^dw i =n^ 



J<* 



whereby M'=M . 



(New) A method for establishing cryptographic communications comprising the steps of: 
encoding a plaintext message word/M to a ciphertext word C, wherein M corresponds to 
a number representative of a message an4 wherein 
0<M<n-l, 

wherein n is a composite nunroer formed by the product of pi«p2*. . ••pk, k is an integer 
greater than 2, pi, p2, . . pi^are distinct prime numbers, C is a number representative of 
an encoded form of message word M, and wherein said encoding step comprises 
transforming said message word M to said ciphertext word C, whereby 
C = M e (mod: 
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and wherein e is a number relatively prime to (pi-l)/(p 2 -l) ? • • ■ > and (pk-1); and 
decoding said ciphertext word C to a receive message word M\ said decoding step being 
performed using a decryption exponent d that is defined/uy 

d^e' 1 mod((pi4)(p 2 -l)...(p k -l)), 
said decoding step including the further steps/of, 

defining a plurality of k sub-tasks in/accordance with 

Mi' = C x dx (mod*), 
M 2 ' s C 2 ' 2 (mo/p 2 ), 



W ^C/*(n/odp k ), 
wherein 

Ci = C(mo4pO ? 

c 2 ^c(iydp2) ? 

C k = C /mod p k ), 

di = 4 (mod (pi - 1)), 
d 2 f d (mod (p2 - 1)), and 

= d (mod (p k - 1)), 
solving said sifo-tasks to determine results Mi', M 2 ', ... M k ', and 
combining spid results of said sub-tasks to produce said receive message word 
M\ whereby M'= 

18. (New) A method as recited in claim 17 wherein said step of combining said results of 
said sub-tasks includes a step of performing a recursive combining process to produce said 
receive message word M\ 

19. (New) A method as recited in claim 18 wherein said recursive combining process is 
performed in accordance with 

Yj = Yj.j + [(Mj'-Yj.i) (wf 1 mod pi) mod pj • wj mod n, 
whereinG < i < k, and 



M , = Y k ,V I =M I \andw i =n^- 
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20. (New) A method as recited in claim 17 wherein said step of combining said results of 
said sub-tasks includes a step of performing a summation process to produce said receive 
message word M\ 



21 . (New) A method as recited in claim 20 wherein said summation process is performed in 
accordance with 



i=l 



where 



w ; 



-n 




\fg'(w g ~ l mod Pi)Wi modrc, 



22 y (New) A cyptogr^phic communications system comprising: 
a communication medium; 



an encoding means coupled to said communication medium and adapted for transforming 
transmit message word M to a ciphertext word C and for transmitting said ciphertext word C 
on said medium, wherein M corresponds to a numoer representative of a message, and 
0 < M < n-1, wherein n is a composite ryimber of the form, 
n = pi»p2«.-.»pk 

wherein k is an integer greater than 2, and pi, p2, . . .,Pk are distinct prime numbers, and 
wherein said ciphertext word C correspoijds to a number representative of an enciphered form of 
said message and corresponds to 

C = M e (mod n), 

wherein e is a number relatively prime to (pi-1), (j>2-l), . . ., and (pk-1); and 
a decoding means communicatively coupled with said communication medium for 
receiving said ciphertext word C via said medium, said decoding means being operative to 
perform a decryption process for transforming said ciphertext word C to a receive message word 
M\ wherein M' corresponds to a number representative of a deciphered form of C, said 
decryption process using a decryption exponent d that is defined by 

d^e" 1 modjfoi-l)(p2-l)...(pirl)), 
said decryption process including the steps of 

-10- 

106376.01 / Atty Docket # 20206-25 (PT-TA 410 (Cont 1)) 



defining a plurality of k sub-tasks in accordance wi 



Mi' ^ C* (modpi) 



M 2 ' s C/ 2 (modp 2 ), 



M k ' sC/*(modpk)r 



wherein 



C 2 = C (moj 




= d(mod(pi- 1)), 
'd 2 = d(mod (p 2 - 1)), 

d k = d(mod (p k - 1)), 
solv^fg said sub-tasks to determine results Mi', M 2 \ ... Mk' 5 and 
*mbining said results of said sub-tasks to produce said receive message word M' 
whereby M'=M. 

23. (New) A cyptographic communications system as recited in claim 22 wherein said 
decoding means is operative to combine said results of said sub-tasks by performing a recursive 
combining process to produce said receive message word M\ 



24. (New) A cyptographic communications system as recited in claim 23 wherein said 
decoding means is operative to perform said recursive combining process in accordance with 

Yj = Yj.i + [(MjYYi.i) (wf 1 mod pi) mod pj ♦ Wj mod n, 

wherein 2 < i </k, and 



M-Yk.Y.-A.andw.-n/V 

25. (New) A cyptographic communications system as recited in claim 22 wherein said 
decoding means is operative c ombine said results of said sub-tasks by performing a summation 
process to produce said receive message word M\ 
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26. (New) A cyptographic corfimunications system as recited in claim 25 wherein said 
decoding means is operative to perform said summation process accordance with 



M , =^M / '(w.~ 1 mod p i )w i modw, 

i=l 



where 

27. (New) A methodTbr establishing cryptographic communications comprising the step of: 
encoding a plaintext message word M to a ciphertext wor$z C, wherein M corresponds to 
number representative of a message, and 
0<M<n-l, 

n being a composite number formed from the product of pf»p 2 ». . ••pk, wherein k is an integer 
greater than 2, pi, p 2 , . . pk are distinct prime numbersyand wherein the ciphertext word C is a 
number representative of an encoded form of messagp word M, wherein said step of encoding 
includes the steps of 

defining a plurality of k sub-tasks in acco/dance with 

Ci = M x €l (modpi), 
C 2 = M 2 €l (mod p 2 ), 



Ck = M k e " (mod pk 



where 



Mi s M (mod ] 
M 2 = M (mod 62), 

M k = M (mod p k ), 

d = e (mod (pi - 1)), 
e 2 = e(m6d (p 2 - 1)), and 

e k = e mod (p k - 1)), 
wherein e is a number relatively prime to (pi-1), (p 2 -l) , and (pk-1), 
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/ 

solving said sub-tasks to determine results Ci, C2, ... Ck, and 
combining said results of said sub-tasks to produce said ciphertext word C. 

28. (New) A method as recited in claim 27 wherein said step of combining said results of 
said sub-tasks includes a step of performing a/ecursive combining process to produce said 
ciphertext word C. 



29. (New) A method as recited in claim £8 wherein said recursive combining process is 
performed in accordance with 

Yi s Yj_i + [(Q-Yi-i) (wf 1 n/od pO mod pj] • wj mod n, 
wherein2<i <k, and 

C = Y k ,Y 1 =C I ,andw i m^- 



j<* 



30. (New) A method as recited in claim 27 wherein said step of combining said results of 
said sub-tasks includes a step of performing a summation process to produce said ciphertext 
word C. 



3 1 . (New) A method as recited in claim 30 wherein said summation process is performed in 
accordance with 



C =^C y (wf mod p i )w>,. mod «, 



k 

1 

i=l 

where 



w : 



•Tib- 



(New) A cyptographic Communications system comprising: 
a communication medi 

an encoding means coupled to said communication medium and operative to transform a 
transmit message word M ta a ciphertext word C, and to transmit said ciphertext word C on said 
medium, wherein M corresponds to a number representative of a message, and 
0<M<n-l, 

-13- 
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n being a composite number formed from the product of pi»p2». - .»Pk wherein k is an 
greater than 2, pi , p2, . . pk, are distinct prime numbers, and wherein the ciphertext wdrd C is a 
number representative of an encoded form of message word M, said encoding rowans being 
operative to transform said transmit message word M to said ciphertext wpra C by performing an 
encoding process comprising the steps of 

defining a plurality of k sub-tasks in accordance with 

Ci s M x ' 1 (modpO, 
C 2 = Af/ 2 (modp 2 ), 



C k = A//*(modpk), 




where 



Mi = M (mod pi), 
M2 = M (mod p2) ; 

Mk = M (mo 

d =e(m6d(pi- 1)), 
e 2 = e^od (p 2 - 1)), and 

ey^e(mod (p k - 1)), 
wherein e is a number relatively prime to (pi-1), (p 2 -l) , and (pk-l) 9 
solving sai(f sub-tasks to determine results Ci, C 2 , ... Ck, and 
combiniife said results of said sub-tasks to produce said ciphertext word C. 

33. (New) A cyptographic communications system as recited in claim 32 wherein said 
encoding means is operative to combine said results of said sub-tasks by performing a recursive 
combining process to produce said ciphertext word C. 



34. (New) A cyptographic communications system as recited in claim 33 wherein said 
encoding means is operative^to perform said recursive combining process in accordance with 



is operaxiveao penorm saia recursive com Dining pro 
i s Yj-i + /(Q-Yj-i) (wf 1 mod pi) mod pj] • Wj mod n, 



wherein 2/< i < k, and 
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C = Y k ,Y,=C 1 ,andfw i =n/V 



35. (New) A cyptographic comhiunications system as recited in claim 32 wherein said 
encoding means is operative to combine said results of said sub-tasks by performing a 
summation process to produce said message word C. 



36. (New) A cyptographic/commimications system as recited in claim 35 wherein said 
encoding means is operative/to perform said summation process in accordance with 

k / 

C ^^CVw, -1 mod Pg)Wg modw, 
i=i 

where, 





7. (New) A method for establishing cryptographic conunuiiications, comprising the steps 



decoding a ciphertext word C to a message woja M, wherein M corresponds to a number 
representative of a message and wherein 
0<M<n-l 

wherein n is a composite number formed by the product of pi»p2». . ••Pk, k is an integer greater 
than 2, pi, p2, . . pk are distinct prime number/, C is a number representative of an encoded form 
of message word M that is encoded by trans jfcrming said message word M to said ciphertext 
word C whereby 

C s M e (mod n), 

and wherein e is a number relatfvely prime to (pi-1), (P2-1), • . and (pk-1); 
said decoding step being performed using a decryption exponent d that is defined by 

wherein said step of decoding includes the steps of 

defining a plurality of k sub-tasks in accordance with 

Mi se/c/ 1 (mod pi), 
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M 2 = C 2 rf2 (modp2) 



M k s C/*(modA), 



wherein 

Ci s C (mod 
C 2 = C (mod ife), 

C k ^C(mydp k ), 

d,=d(mbd(pi-l)), 
d 2 = d (mod (p 2 - 1)), and 

d k = d/(mod (p k - 1)), 
solving said/sub-tasks to determine results Mi^^b, ... Mk, and 
combining/said results of said sub-tasks te'produce said message word M. 

38. (New) A method as recited in claim 37 wherein said step of combining said results of 
said sub-tasks includes a step of performing ^recursive combining process to produce said 
message word M. 

39. (New) A method as recited j*f claim 38 wherein said recursive combining process is 
performed in accordance with 

Yj = Yj-i + [(M^Yj.i) (wj" 1 mod pi) mod pj • wj mod n, 
wherein 2 <A < k, and 



M = Y k /Y 1 =M 1? andw i =n^. 



40. (New) A method as recited in claim 37 wherein said step of combining said results of 
said sub-tasks includes a step of performing a summation process to produce said message word 
M. 



41 . (Nfew) A method as recited in claim 40 wherein said summation process is performed in 
accordance with 
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M £3 ^ M g (m>, ~ ! mod Pi ) Wg mod n, 



where 

. -IK 



w 



J*' 



2. (New) A cyptographic communications/ system comprising: 
a communication medium; 

a decoding means communicatively coupled with said communication medium for 
receiving a ciphertext word C via said medium, and being operative to transform said ciphertext 
word C to a receive message word M\ wherein a message M corresponds to a number 
representative of a message and wherein, 
0<M<n-l 

wherein n is a composite number formed by the product of pi»p2». --•pk ? k is an integer greater 
than 2, pi, p2, . . Pk are distinct prime numbers, and wherein said ciphertext word C is a number 
representative of an encoded form of ^aid message word M that is encoded by transforming M to 
said ciphertext word C whereby, 
C = M e (mod n), 

and wherein e is a number relatively prime to (pi-1) , (P2-1), . . and (p k -l); 
said decoding means being pperative to perform a decryption process using a decryption 
exponent d that is defined by 

dse 1 mod((p r l)/(p 2 -l)...(p k -l)), 
said decryption process including the steps of 

defining a plurality of k sub-tasks in accordance with, 

Mi' s a' 1 (modpi), 



M 2 ' = 



(mod p 2 ), 



M k' = f A a *(niodp k ), 
wherein, 

Ci =C (modpi), 
C 2 s C [mod P2), 



C k -C 
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di = d (mod (pi - \)V 
d2 = d (mod (piyv), and 

d k ^d(m0d(p k -l)), 
solving sak^ub-tasks to determine results Mi', Nfe', ... Mk\ and 
combining said results of said sub-tasks to produce said receive message word 
M\whe;*%M'=M. 

43. (New) A cyptographic communications system as recited in claim 42 wherein said 
decoding means is operative to combine said results of said sub-tasks by performing a recursive 

ombining process to produce said receive jnessage word M\ 

44. (New) A cyptographic communications system as recited in claim 41 wherein said 
decoding means is operative to perfopii said recursive combining process in accordance with 

Yj = Yj_i + [(Mj'-Yyf) (wj -1 mod pO mod pi] • wj mod n, 
wherein 2 < i < W, and 

M = Y k ,Y 1 =/l 1 ',andw i =n^- 



45. (New) A cyptographic communications system as recited in claim 42 wherein said 
decoding means is operative to combine said results of said sub-tasks by performing a 
summation process to/produce said receive message word M\ 

46. (New) A cwrtographic communications system as recited in claim 45 wherein said 
decoding means inoperative to perform said summation process in accordance with 



I , =^M/(w / " 1 mod p f )Wi modw, 
i=i 

yhere 



W; 



J*l 
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47. (New) A method for generating a digital signature comprising the step of: 

signing a plaintext message word M to create a signed ciphertext word C, wherein M 
esponds to a number representative of a message, 
0<M<n-l, 

n being a composite number formed from the product of pi«p 2 »...»p k , wherein k is an integer 
greater than 2, pi, p 2 , . . pk are distinct prime numbers, and wherein the signed ciphertext word 
C is a number representative of a signed form of ijiessage word M, wherein 
C = M d (mod n), and 

wherein said step of signing includes th£ steps of 
defining a plurality of k sub-tasks in a/cordance with 

Ci = (modpOy 
C 2 = M/ 2 (mod pj 9 

C k s jl//*(mod^), 

where 

Mi s M (mod^pi), 
M 2 = M (mod p 2 ), 

M k = M (n/iod p k ), 

disd(ntod(pi-l)), 
d 2 = d (fnod (p 2 - 1)), and 

dksrf (mod (p k - 1)), 
wherein d defined by 

d^e" 1 mod ( (pi - 1) • (p 2 - }X* ••• • (Pk- 1)), and 
'is a number relatiy^Tprime to (pi-1), (p 2 -l) , . - and (p k -l), 
solving said siib-tasks to deteprfine results Ci, C 2> ... C k? and 
combining said results of^aid sub-tasks to produce said ciphertext word C. 



48. (New) A methoeKas recited in claim 47 wherein said step of combining said results of 
said sub-tasks incly<ifes a step of performing a recursive combining process to produce said 
ciphertext word 
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\ 



49. (New) A method as recited in claim 48 wherein said recursive combining process is 
performed in accordance with 

Yj = Yj.i + [(Q-Yi.i) (wj _1 mod pO mod pi] • Wj mod n, 
wherein 2 < i < k, and 

C = Y k ,Y 1 =C„andiv i =n^. 

/ J< ' 

50. (New) A method as recited in claim 47 wherein said step of combining said results of 
said sub-tasks includes a step of performing a summation process to produce said signed 
ciphertext word C. 




51. (New) A method as/fecited in claim 50 wherein said summation process is performed in 
accordance with 



K / 

C = ^ (I (w,. -1 mod )w i mod w, 



(New) A digital signature generation system cq^nprising: 
a communication medium; 

a digital signature generating means counj6d to said communication medium and 
operative to transform a transmit message word M to a signed ciphertext word C, and to transmit 
said signed ciphertext word C on said medium, wherein M corresponds to a number 
representative of a message, and 
0<M<n-l, 

n being a composite number formed/from the product of pi»p2*. . .»Pk wherein k is an integer 
greater than 2, pi, p2, Pk, are distinct prime numbers, and wherein the signed ciphertext word 
C is a number representative o^a signed form of said message word M, wherein 
C = M d (modn), 
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said digital signature generating means being operative to transform said transmit 
message word M to said signed ciphertext word C by performing a digital signature generating 
process comprising the steps of, 

defining a plurality of k sub-tasks in acconj&nce with, 

Ci = M x dl (modpi), 
C2 = M 2 dl (mod P2), 



C k = M k *(modp k ) 5j 

where, 

Mi = M (mod pi)^ 
M2 = M (mod P2), 

M k = M (mod p k ), 

di = d (mod fp\ - 1)), 
d 2 = d (mod/(p2 - 1)), and 

d k = d(mcfd(p k - 1)), 
wherein d is denned by, 

d = e _1 |hod((pi- 1). (p 2 - 1)* ... • (Pk- l)),and 
e is a dumber relatively prime to (pi-1), (P2-I) , and (pk-l) 5 
solving said sub-tasks to determine results Ci, C2, ... Ck, and 
combining said results of said sub-tasks to produce said signed ciphertext word C. 



53. (New) A digital signature generation system as recited in claim 52 wherein said signature 
generating means is operative to combine said results of said sub-tasks by performing a recursive 
combining process to produce said signed ciphertext word C 



54. (New) A digital signature generation system as recited in claim 53 wherein said digital 
signature generating means is operative to perform said recursive combining process in 
accordance with j 

Yi = Yj.i + [(Q-Yi-i) (wf 1 mod pj) mod pi] • Wi mod n, 

wherein 2 < i < k, and 
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C = Y k ,Y I =C,,andf I =n/V 



55. (New) A digital signature generation system as recited in claim 52 wherein said signature 
generating means is operative to combine said results of said sub-tasks by performing a 
summation process to produce saicy signed message word C. 



56. (New) A digital signature system as recited in claim 55 wherein said signature generating 
means is operative to perform/said summation process in accordance with 

k / 

where 

W; = 



i=Upj 



of, 



(New) A digital signature process comprising me steps of: 

signing a plaintext message word M to create/a signed ciphertext word C 5 wherein M 
esponds to a number representative of a message and wherein 
0<M<n-l 

wherein n is a composite number formed by the product of pi*p2*. . ••Pk, k is an integer 
greater than 2, pi, p2, . . ., pk are distinot prime numbers, C is a number representative of a 
signed form of message word M, ana wherein said encoding step comprises transforming 
said message word M to said ciph^ext word C whereby, 
CeeM* (mod n), 
wherein d is defined by ; 

d = e"* mod((pfi- 1)« (p2- 1)» ... • (pk- 1)), and 
e is a numberyrelatively prime to (pi-1), (P2-I) , . and (pk-1); and 
verifying said ciphertext w<6rd C to a receive message word M' by performing the steps 

defining a pluraljlty of k sub-tasks in accordance with 
W = C« (modpi), 
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M 2 ' - C/ 2 (modp 2 y 



wherein 

C 2 = C(pfodp2) 9 
C k =/C (mod p k ), 

?{=e(mod(pi- 1)), 
'e 2 = e (mod (p2 - 1)), and 

e k = e(mod(p k - 1)), 
solving said sub-tasks to determine results M\\ M 2 ', ... Mk', and 
comtfining said results of said sub-tasks to produce said receive message word 
M\ wherry M'=M. 

58. (New) A digital signature proce/s as recited in claim 57 wherein said step of combining 
said results of said sub-tasks includes a step of performing a recursive combining process to 
produce said receive message word^'. 



59. (New) A digital signature process as recited in claim 58 wherein said recursive 
combining process is performed in accordance with 

Yj = Yi-i y[(MC-Y\.\) (wj" mod pi) mod pi] • w; mod n, 

wherein 2 < i < k, and 

/ 



JO 



60. (New) A digital signature process as recited in claim 58 wherein said step of combining 
said results of said sub-tasks includes a step of performing a summation process to produce said 
receive messag^ word M\ 
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W; 



-n 



J* 1 



61. A digital signature 
performed in accordance 



process as recited in claim 60 wherein said summation process is 
with 



M' s ^ Af,. ' {w i 1 mod p f ) mod «, 

i=l 

where 



62. (New) A digital signature system comprising^ 
a communication medium; 

a digital signature generating means coupled to said communication medium and adapted 
transforming a message word M to a signed ciphertext word C and for transmitting said 
^ned ciphertext word C on said medium, wherein M corresponds to a number representative of 
a message, and 

0 < M < n-1 , wherein n is a composite/number of the form 



n-pi«p2»...*Pk, 

wherein k is an 



integer greater than 2, and pi, p 2 , . . .,Pk are distinct prime numbers, and 
wherein said signed ciphertext word C corresponds to a number representative of a signed form 
of said message word M and corresponds fLO 
C = M d (modn), 

wherein d is defined by 

d^e" 1 mod((pi- 1)» (ri 2 - 1)» ... • (pk- 1)), and 
e is a number relatively prime to (pi-1), (P2-I) , - and (pk-1); and 
a digital signature verification means communicatively coupled with said communication 

medium for receiving said signed ciphertext word C via said medium, and being operative to 

verify said signed ciphertext word C py performing the steps of, 

defining a plurality of k sub-tasks in accordance with 

Mi 5 f (modpi), 

M 2 ' /s C 2 e2 (modp 2 ), 



M k ' ^C/*(modp k ), 



wherein 



Ci p C (mod pi), 
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C 2 = C (mod m)/ 
C k ^C(mda Pk ), 

ei =/(mod (pi - 1)), 
e^e(mod 0)2- 1)), 

e k = e (mod (p k - 1)), 
solving js&id sub-tasks to determine results Mi', M2', ... M k \ and 
comjKning said results of said sub-tasks to produce said receive message word M' 
whereby/M'=M. 

63. (New) A digital signature system as recited in claam 62 wherein said decoding means is 
operative to combine said results of said sub-tasks by performing a recursive combining process 
to produce said receive message word M\ 

64. (New) A digital signature system as recited in claim 63 wherein said decoding means is 
operative to perform said recursive combining/process in accordance with 

Yi = Yi.i + [(Mi'-Yj.i) (wf 1 npd pO mod pi] • Wi mod n, 
wherein 2 < i < k, and 

M l =Y k5 Y 1 -M/ 5 andw/ = n^- 



65. (New) A digital signature system as recited in claim 62 wherein said decoding means is 
operative combine said results of Sfid sub-tasks by performing a summation process to produce 
said receive message word M\ 

66. (New) A digital signature system as recited in claim 65 wherein said decoding means is 
operative to perform said summation process accordance with 



M=^M i , (fw i 1 mod p^Wj mod n, 
where 



w, =n/v 
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